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2	Classification of WI and linked work items
2.0	Primary classification
This work item is a …
	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)



2.1	Study Item
	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	720048 
	Study on management and orchestration of network slicing for next generation network (FS_MONETS)
	SA5 ongoing Study Item, Input to this study

	710045
	Study on Architecture and Security for Next Generation System (FS_NSA)
	SA3 ongoing Study Item, Input to this study

	700017
	Study on Architecture and Security for Next Generation System (FS_NextGen)
	SA2 Stage 1 Study Item, Input to this study

	700022
	Study on New Services and Markets Technology Enablers (FS_SMARTER)
	SA1 Stage 1 Study Item, Input to this study
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2.2	Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



Go to §3.
2.3	Building Block
	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	



This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)



2.3.1	Stage 1
	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	



Go to §3.
2.3.2	Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.
2.3.3	Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	



	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 
Go to §3.
2.3.4	Test spec
	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	



Go to §3.
2.3.5	Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	



Go to §3.
2.4	Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	



3	Justification
[bookmark: OLE_LINK48]The 5G mobile networks is envisioned to enable fast deployment of new services, support of diverse services and business models, and provision of differentiated services in terms of functionalities, performance, and security protection. Network slicing is a new network technology/architecture to be employed to meet these requirements.   
3GPP working groups have been working on various study items for future release. For example, 3GPP SA2 has recently completed its Work Item 710045 (FS_NSA) "Study on Architecture and Security for Next Generation System", where interim agreement has been reached on architecture, network functions, and features for network slicing. 3GPP SA3 is working on the security aspects of the Work Item 710045 (FS_NSA) and supposed to complete its Technical Report TR33.899 soon. More recently, 3GPP SA5 has started a new Work Item 720048 (FS_MONETS) to study on management and orchestration of network slicing for next generation network, in addition to Work Item 720047 (FS_NGNS_MOA) for study on Management and Orchestration Architecture of Next Generation Network and Service. 
In 3GPP SA5 Work Item 720048 (FS_MONETS), a number of issues of management and orchestration for network slicing are under study. For example, 
· Management of network function sharing (e.g. network function sharing support, and lifecycle management functions of mobile network resources for network slices).
· Impacts to management when a slice is shared between multiple parties (e.g. multiple partners and multiple domains etc.). 
· Isolation of management data between different parties within a slice instance if needed. 
· Impacts derived from Management of 3GPP Network Slices on NFV architecture and procedures. 
· Automation of management and orchestration of network slice instances and the related policy configurations. 
A number of security issues are expected to be addressed in the realm of the management and orchestration for network slicing, as listed for example in the next session. However, these security aspects of network slicing management and orchestration are out of scope of SA5. It is thus the motivation and objective of this new Study Item. 

4	Objective
The objective of the study is to investigate and make recommendations on security aspects of the management and orchestration for network slicing:
[Northbound interface requirements and specification]
1. Security requirement and solutions to the management of API exposure to third parties:
· Integrity protection, replay protection, confidentiality protection and privacy protection for communication between the interface and 3GPP Network Entity as defined in SA5 TR28.801
· Mutual authentication between the interface and 3GPP Network Entity;
· Security isolation between multiple parties 
2. Security message flows and parameters to be conveyed through API, for exposing the services and capabilities provided by 3GPP network:
· Network slice security policies
· Security aspects for network slice management: lifecycle, configuration, supervision and monitor, 
[Architectural requirements and specification]
3. Security requirements and architecture for management and orchestration of network slicing
4. The relationship between security issues and requirement in network slice management and orchestration and that of developed in 3GPP SA3 TR33.899.
The study shall take the results from SA1, SA2, RAN, ETSI NFV and NGMN NWMO into consideration. This may involve sending LSs, phone conferences and physical meetings for coordination. 
A single SA3 TR is proposed to capture the output of this study. The complete or partial conclusions of this study will form the basis for the normative work and/or for any further study.  

5	Service Aspects
None identified.

6	MMI-Aspects
None identified.

7	Charging Aspects
None identified.
8	Security Aspects
This work item considers the security aspects.
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10	Expected Output and Time scale
	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	33.XXX
	Study on security aspect of Management and Orchestration of Network Slicing
	SA WG3
	
	SA#76  
(Jun 2017)
	SA#77 
(Sep 2017)
	

	
	
	
	
	
	
	

	Affected existing specifications *
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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